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1 Safety Precautions

Read the following information carefully before operating the device. Please follow
the following precaution items to protect the device from risks and damage caused
by fire and electric power:

Use volume labels to mark the type of power.

Use the power adapter that is packed within the device package.

Pay attention to the power load of the outlet or prolonged lines. An
overburden power outlet or damaged lines and plugs may cause electric
shock or fire accident. Check the power cords regularly. If you find any
damage, replace it at once.

Proper space left for heat dissipation is necessary to avoid any damage
caused by overheating to the device. The holes on the device are designed
for heat dissipation to ensure that the device works normally. Do not cover
these heat dissipation holes.

Do not put this device close to a place where a heat source exits or high
temperature occurs. Avoid the device from direct sunshine.

Do not put this device close to a place where is over damp or watery. Do not
spill any fluid on this device.

Do not connect this device to any PC or electronic product, unless our
customer engineer or your broadband provider instructs you to do this,
because any wrong connection may cause any power or fire risk.

Do not place this device on an unstable surface or support.

Copyright @ 2020 OvisLink (Canada) INC All rights reserved
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2 Overview

The OV501GF is a VDSL modem, which provides a fast Internet access over plain
telephone wire.

It

also supports Universal Plug and Play (UPnP) where UPnP devices can

dynamically join the OV501GF network.

You can use the Web Configurator to view traffic statistics, upload firmware and
allow external management of the OV501GF.

Network and Router management is done through the web-based management
interface that can be accessed through the local Ethernet using any web browser.
You may also enable remote management to enable configuration of the Router via
the WAN interface.

2.1

2.2

Application

Home gateway

SOHOs

Small enterprises

Higher data rate broadband sharing
Audio and video streaming and transfer
Network and online gaming

Features

User-friendly GUI for web configuration

Several pre-configured popular games. Just enable the game and the port
settings are automatically configured.

Compatible with all standard Internet applications

Industry standard and interoperable xDSL interface

Simple web-based status page displays a snapshot of system configuration,
and links to the configuration pages

Copyright @ 2020 OvisLink (Canada) INC All rights reserved
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Downloadable flash software updates

Support for up to 8 permanent virtual circuits (PVC)
Support for up to 8 PPPoE sessions

Support RIP v1 & RIP v2

IP routing and bridging

Asynchronous transfer mode (ATM) and digital subscriber line (DSL) support
Point-to-point protocol (PPP)

Network/port address translation (NAT/PAT)
Quality of service (QoS)

Universal plug-and-play(UPnP)

Web filtering

Management and control

Web-based management (WBM)

Command line interface (CLI)

TR-069 WAN management protocol

Remote update

System statistics and monitoring

n
w

Standards Compatibility and Compliance

Support application level gateway (ALG)
ITU G.992.1 (G.dmt)

ITU G.992.2 (G.lite)

ITU G.994.1 (G.hs)

ITU G.992.3 (ADSL2)

ITU G.992.5 (ADSL2+)

ITU G.993.2 (VDSL)

ITU-T G.9700/ G.9701(G .fast)
ANSI T1.413 Issue 2

IEEE 802.3

IEEE 802.3u

3 Hardware Description and Installation

Copyright @ 2020 OvisLink (Canada) INC All rights reserved
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O Note:
The figures in this document are for reference only.

3.1 Hardware Description

3.1.1 Front Panel

| POWER
1 DSL

I INTERNET
I LAN

I ALARM
Figure 1 Front panel

The following table describes the indicators on the front panel.

Indicator | Color | Status Description
o The device is powered on and the device operates
n
normally.
Green - - -
Blink The software is upgrading.
Power L
Off The device is powered off.
Red On The device is initiating.
Blink The software is upgrading.
On DSL link has established.
DSL Green Blink The DSL line is training.
Off Device is powered off.
On Internet is synchronized successfully in the route mode.
Green Blink Internet data is being transmitted.
Internet
Off Ethernet interface is disconnected.
Red On Authentication has failed.
On The Ethernet interface is connected.
Blink Data is being transmitted through the Ethernet interface.
Green
LAN
Off The Ethernet interface is disconnected.

Copyright @ 2020 OvisLink (Canada) INC All rights reserved
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3.1.2 Rear Panel

® ON/OFF

Figure 2 Rear panel

The following table describes the interfaces or the buttons.
Interface Description
DSL RJ-11 port: Connect the router to DSL connector or splitter through telephone
cable.
LAN RJ-45 port, for connecting the router to a PC or another network device.
Reset Press the button for at least 1 second and then release it. System restores the
factory default settings.
Power Power interface, for connecting the power adapter.
On/Off Power switch.
& Warning:

Do not press the Reset button unless you want to clear the current settings. The
Reset button is in a small circular hole on the rear panel. If you want to restore the
default settings, please press the Reset button gently for 1 second with a fine needle
inserted into the hole and then release the button. The system reboots and returns to

the factory defaults.

Copyright @ 2020 OvisLink (Canada) INC All rights reserved
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3.2 Hardware Installation

3.2.1 Connecting the Device

Step 1  Connect the DSL port of the router
The spliiter has 3 ports:
® Line: Connect to a wall phone jack (RJ-11 jack)
® Modem: Connect to the Line interface of the router
Step 2 Connect the LAN port of the router to the network card of the PC through
an Ethernet cable.
Step 3 Plug the power adapter to the wall outlet and then connect the other end
of it to the Power port of the router.
Step 4  Note:
The following figure displays the connection of the DSL router, PC,

Figure 3 Connecting the DSL router

Copyright @ 2020 OvisLink (Canada) INC All rights reserved
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4 PC Network Configuration and Login

4.1 PC Network Configuration

Each network interface on the PC should either be configured with a statically
defined IP address and DNS address, or be instructed to automatically obtain
an IP address using the network DHCP server. DSL router provides a DHCP
server on its LAN and it is recommended to configure your LAN to automatically
obtain its IP address and DNS server IP address.

The configuration principle is identical but should be carried out differently on
each operating system.

The following displays the TCP/IP Properties dialog box on Windows 10.

Internet Protacol Version 4 (TCP/IPv4) Properties X

General | Alternate Configuration

You can get IP settings assigned automatically if your network supports
this capabiity. Otherwise, you need to ask your netwark administrator
for the appropriate IP settings.

(@ Obtain DNS server address automatically

(D) Use the following DNS server addresses:

]
1

falidate settings upon exit Advanced. ..

Cancal
Figure 4 IP and DNS configuration

TCP/IP configuration steps for Windows XP are as follows:

Choose Start > Settings > Network & Internet > Ethernet > Change Adapter
Options > Local Area Connection.

Right-click the Ethernet connection icon and choose Properties.

Copyright @ 2020 OvisLink (Canada) INC All rights reserved
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On the General tab, select the Internet Protocol (TCP/IP) component and
click Properties.

The Internet Protocol (TCP/IP) Properties window appears.

Select the Obtain an IP address automatically radio button.

Select the Obtain DNS server address automatically radio button.

Click OK to save the settings.

4.2 Logging In to the DSL Router

To log in to the DSL router, do as follows:

Open a Web browser on your computer.

Enter http://192.168.1.1 (the default IP address of the DSL router) in the
address bar. The login page appears.

Enter the user name and the password. The default username and password of
the super user are admin and admin. The username and password
of the common user are user and user. You need not enter the
username and the password again if you select the option
Remember my password. It is recommended to change these
default values after logging in to the DSL router for the first time.

Click Login to log in to the Web page.

OvisLink

OV501GF

Login

Figure 5

After logging in to the DSL router as a super user, you can query, configure, and
modify all the settings, and diagnose the system.

Copyright @ 2020 OvisLink (Canada) INC All rights reserved
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5 Web-Based Management

This chapter describes how to use Web-based management of the DSL router,
which allows you to configure and control all of DSL router features and system
parameters in a user-friendly GUI.

5.1 Device Information
Choose Device Info, and the submenus of Device Info are shown as below:

Device Info
Summary
WAN
Statistics
Route
ARP
DHCP

5.1.1 Summary

Choose Device Info > Summary, and the following page appears.

OvisLink
OV501GF

Device Info Device Info

Advanced Setup

Dinguostics Product Class:
Diagnostics Tools Symmetric CPU Threads
Managamant Sorial Number:

koot Mac Address

Bulld Timestamp:

Hardware Version:

Software Version:
Bootloader (CFE) Version:
DSL PHY and Driver Version:
Uptime:

This information reflects the current status of your WAN connection.

Line Rate - Upstream (Kbps):

Line Rate - Downstream (Kbps):
LAN 1Pv4 Address:

WAN IPv4 Address:

Default Gateway

Primary DNS Server:
Secondary DNS Server:

LAN 1PV6 ULA Address:
WAN 1Pv6 Address:

Primary 1Pv6 NS Server:
Secondary IP¥6 DNS Server:
Default IPV6 Gateway:

Copyright @ 2020 OvisLink (Canada) INC All rights reserved
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This page displays the device information such as the board ID, software
version, and the information of your WAN connection such as the upstream
rate and the LAN address.

5.1.2 WAN

Choose Device Info > WAN and the following page appears.

WAN Info

Igmp Src
Enbl

M | Mo s

Enbl

Interface

Description

P4 PV
Address | Address

T\‘DQl\ﬂ;nMuxldl 1Pvé
T T R T I T o e D

Tgmp
Pxy

NAT

Fil'!wa\ll Status |

This page displays the information of the WAN interface, such as the
connection status, and the IP address.

5.1.3 Statistics

5.1.4 LAN

Choose Device Info > Statistics > LAN and the following page appears.

Statistics -- LAN

Received Transmitted

Interface Total Multicast |Unicast|Broadcast| Total Multicast ‘oadca:
Bytes |Pkts|Errs|Drops|Bytes|pkts|Pkts  |Pkts Bytes | Pkts|Errs | Drops [Bytes |Pits[pkts  [pkts

etho 0 o o fo o Jo Jo 0 0 o Jo fo o o |o 0

ethi 4032225730 o 0 [sst [14es |52z 1164520 1558fo [0 o Jao stz |t

Reset Statistics

In this page, you can view the statistical information about the received and
transmitted data packets of the Ethernet and wireless interfaces.
Click Reset Statistics to restore the values to zero and recount them.

Copyright @ 2020 OvisLink (Canada) INC All rights reserved
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5.1.5 WAN Service

Choose Device Info > Statistics > WAN Service and the following page
appears.

Statistics -- WAN

Transmitted

Description |

Reset Statistics

In this page, you can view the statistical information about the recevied and
transmitted data packets of the WAN interface.
Click Reset Statistics to restore the values to zero and recount them.

5.1.6 xTM

Choose Device Info > Statistics > xTM and the following page appears.

Interface Statistics

Port In Out In Out InOAM | OutOAM | INnASM | Out ASM In Packet In Cell
Number Octets Octets Packets | Packets Cells Cells Cells Cells Errors Errors

In this page, you can view the statistical information about the recevied and
transmitted data packets at the XTM interfaces.
Click the Reset button to restore the values to zero and recount them.

Copyright @ 2020 OvisLink (Canada) INC All rights reserved
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5.1.7 xDSL

Choose Device Info > Statistics > xDSL and the following page appears.

Statistics -- xDSL

[Mode:

Traffic Type:
Status: Disabled
Link Power State:

[Downstream|Upstream|
Line Coding(Trellis):
[SNR Margin (0.1 dB):
Attenuation (0.1 dB):
Output Power (0.1 dBm):|
Attainable Rate (Kbps):
Rate (Kbps):

[Super Frames:
[Super Frame Errors:

RS Words:

RS Correctable Errors:
RS Uncorrectable Errors:

HEC Errors:
|OCD Errors:
LCD Errors:
[Total Cells:
Data Cells:
Bit Errors:

otal ES:
otal SES:
otal UAS:

| XDSL BER Test || Reset Statistics

In this page, you can view the statistical information about the recevied and
transmitted data packets of the xDSL interfaces.

Click xDSL BER Test to test the xDSL Bit Error Rate.

Click Reset Statistics to restore the values to zero and recount them.

Copyright @ 2020 OvisLink (Canada) INC All rights reserved
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XDSL BER Test

Click xDSL BER Test to perform a bit error rate (BER) test on the DSL line. The
test page is as follows:

ADSL BER Test - Start

The ADSL Bit Error Rate (BER) test determines
the quality of the ADSL connection. The test is
done by transferring idle cells containing a known
pattern and comparing the received data with
this known pattern to check for any errors.

Select the test duration below and dlick "Start".

Tested Time (sec): |20 |«

The Tested Time (sec) can be 1, 5, 10, 20, 60, 120, 180, 240, 300, or 360. Select
a time in the drop-down list and click Start. The following pages appear.

ADSL BER Test - Running

The xDSL BER test is in progress. The connection
speed is 0 Kbps. The test will run for seconds.

Click "Stop" to terminate the test.

Close

Sto

When the ADSL BER test completes, the following page appears.

ADSL BER Test - Result

The ADSL BER test completed successfully,

Test Time (sec): 20

T?tal dastored 0x000000001B69B580
Bits:

Total Error Bits: 0x0000000000000000
Error Ratio: 0.00e+00

Close

Note:

If the BER reaches e-5, you cannot access the Internet.

Copyright @ 2020 OvisLink (Canada) INC All rights reserved
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5.1.8 Route

Choose Device Info > Route and the following page appears.

Device Info -- Route

Flags: U - up, ! - reject, G - gateway, H - host, R - reinstate

D - dynamic (redirect), M - medified (redirect),

Destination | Destination | Subnet Mask | Flag Metric | Service | Interface

192.168.1.0 | 0.0.0.0 255.255.255.0 (U 1} brd

In this page, you can view the route table information.

519 ARP

Choose Device Info > ARP and the following page appears.

Device Info -- ARP

1P address |Flags HW Address Device

192.168.1.25 | Complete | 00:1d:0f:19:91:¢c1 | br0

In this page, you can view the MAC address and IP address information of the
device connected to the router.

5.1.10 DHCP

Choose Device Info > DHCP and the following page appears.

Device Info -- DHCP Leases

Hostname MAC Address 1P Address Expires In
gjdoc-dicf4ad4d | 08:00:27.75:75:2c | 192.168.1.2 | 22 hours, 10 minutes, 8 seconds

In this page, you can view the host name, the IP address assigned by the
DHCP server, the MAC address this is corresponding to the IP address, and
the DHCP lease time.

Copyright @ 2020 OvisLink (Canada) INC All rights reserved
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5.2 Advanced Setup

Choose Advanced Setup and the submenus of Advanced Setup are shown

as below:

Advanced Setup
Layer? Interface
'WAN Service
USB Modem Service
LAN
NAT
Security
Parental Control
Quality of Service
Routing
DNS
DSL
uPnp
DNS Proxy
Print Server
DLNA
Storage Service
Interface Grouping
IP Tunnel
PSec
Certificate
Power Management
Batteries
Multicast

5.2.1 Layer2 Interface
5.2.1.1 ATM Interface

Choose Advanced Setup > Layer2 Interface > ATM Interface . In this page,
you can add or remove to configure DSL ATM Interfaces.

OvisLink
OV501GF
s

| | | T L T T e [ e |

[Lomn Jofo] weo [ o | [ ] |

H

Click Add to add ATM Interface and the following page appears.

Copyright @ 2020 OvisLink (Canada) INC All rights reserved
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ATM PVC Configuration

This screen allows you to configure a ATM PVC.

VPL: El [0-255]
ek [32-65535]
Select DSL Latency

Path0 (Fast)
[ Path1 (Interleaved)

Select DSL Link Type (EoA is for PPPoE, IPoE, and Bridge. )

® EcA

© PPPoA

© 1Por

Encapsulation Mode: LLC/SHAP-BRIDGING

Service Category: TER Without PCR

Select Scheduler for Queues of Equal Precedence as the Default Queue
® weighted Round Robin
O weighted Fair Queuing

Default Queue Weight: [1-63]

Default Queue Precedence: [1-8] (lowver value, higher priority)
VC WRR Weight: [1-63]

VC Precedence:

[1-8] (lower value, higher priority)

Note: VC scheduling will be SP among unequal precedence VC's and WRR among equal precedence VC's.
For single queue VC, the default queue precedence and wieight will be used for arbitration.

For multi-queue VC, its VC precedence and weight will be used for arbitration.

Apply/Save

In this page, you can enter this PVC (VPI and VCI) value, and select DSL link
type (EoA is for PPPoOE, IPoE, and Bridge.), encapsulation mode, service
category.

®  VPI (Virtual Path Identifier): The virtual path between two points in an
ATM network, and its valid value is from 0 to 255.

® VCI (Virtual Channel Identifier): The virtual channel between two points
in an ATM network, ranging from 32 to 65535 (1 to 31 are reserved for
known protocols).

° DSL Link Type: EoA (it is for PPPOE, IPoE, and Bridge), PPPoA, or IPOA

Copyright @ 2020 OvisLink (Canada) INC All rights reserved
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° Encapsulation Mode: LLC/SNAP-BRIDGING, or VC/MUX
° Service Category: UBR Without PCR, UBR With PCR, CBR, Non
Realtime VBR, Realtime VBR.
° Select Scheduler for Queues of Equal Precedence as the Default
Queue: Weighted Round Robin or Weighted Fair Queuing.

Click Apply/Save to save the configuration, and return the following page:

DSL ATM Interface Configuration

Choose Add, or Remove to configure DSL ATM interfaces.

. . DSL Peak Cell Rate  Sustainable Cell Max Burst Link MPAAL
e R | o R i) e ) | ) || i || SR TS| o [FEEE
atmd 0 |36 Patho UBR EoA  |VlanMuxMode | Support B/WRR/1 O

If you want to remove this Interface, please select the Remove check box and
click Remove.

52.1.2 PTM Interface

Choose Advanced Setup > Layer2 Interface > PTM Interface . In this page,
you can add or remove to configure DSL PTM Interfaces.

OvisLink
ov01GF

Click Add to add PTM Interface and the following page appears.

Copyright @ 2020 OvisLink (Canada) INC All rights reserved
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PTM Configuration
This screen allows you to configure a PTM connection.

Select DSL Latency
Patho (Fast)
O Path1 (Interleaved)

Select Scheduler for Queues of Equal Precedence as the Default Queue
® Weighted Round Robin
O \Weighted Fair Queuing

Default Queue Weight: [1-63]

Default Queue Precedence: [1-8] lower value, higher priority)

Default Queue Minimum Rate:

-0 Kbps] (-1 indicates no shaping)

Default Queue Shaping Rate -0 Kbps] (-1 indicates no shaping)

ytes] (shal be >=1600)

Default Queue Shaping Burst Size:

In this page, you can configuration the PTM interface Click Apply/Save.

Click Apply/Save to save the configuration, and return the following page:

DSL PTM Interface Configuration

Choose Add, or Remove to configure DSL PTM interfaces.

Interface | DSL Latency | PTM Priority | Connection Mode | IP QoS Remove

ptmo Patho Normal&High VianMuxMode Support O

(il (e

If you want to remove this Interface, please select the Remove check box and
click Remove.

Copyright @ 2020 OvisLink (Canada) INC All rights reserved
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5.2.2 WAN Service

Choose Advanced Setup > WAN Service, and the following page appears.

Wide Area Network (WAN) Service Setup

Choose Add, Remove or Edit to configure 3 WAN service over 3 selected interface.

[nterface [ pescrition [ Type [ vianso21p [ vianmusad [ vianTpid [ 1omp proxy [ 1amp source | nat_[Firewall | 1pve [mid proxy | mid source | Remove[ Edit_|
Disabled | Disabled | | Edit |

|2tml, |pos,n,n,35|wnsl N/A | /A | N/A | Disabled | Disabled |D\sa:\ad|D\Sa:\adlEr;blEj

Add |[ Remove

In this page, you are allowed to add, remove, or edit a WAN service.

5221 Adding a PPPoE WAN Service

This section describes the steps for adding the PPPoE WAN service.
Stepl Inthe Wide Area Network (WAN) Service Setup page, click the
Add button to display the following page. (At first, you must add a
proper ATM interface for this WAN service.)

WAN Service Interface Configuration

Select a layer 2 interface for this service

Mota: For ATM interface, the descriptor string is (portId_vpi
For PTM int 2 descriptor string is (portId_high_|

e, [

ow PTM Priority not set

= Low PTM Priority set

hig| = High PTM Priority not set
high =1 —= High PTM Priority

atm0/(D_0_35) ¥

Back || Next

Step2 In this page, you can select a ATM Interface for the WAN service.
After selecting the ATM interface, click Next to display the following

page.

Copyright @ 2020 OvisLink (Canada) INC All rights reserved
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WAN Service Configuration

Select WAN service type:

@ PPP over Ethernet (PPPOE)
O 1P over Ethernet

© Bridging

Enter Service Description:|pppoe_0_1_1

For tagged service, enter valid 802.1P Priority and 802.1¢) VLAN ID.
For untagged service, set -1 to both 802.1P Priority and 802.1Q VLAN ID.

Enter 802.1P Priority [0-7]:
Enter 802.1Q VLAN ID [0-4094]:

Network Protocal Selection:

IPV4 Only

Step3 In this page, select the WAN service type to be PPP over Ethernet
(PPPOE). Click Next to display the following page.

PPP Username and Password

PPP usually requires that you have a user name and passwiord to establish your connection. In the boxes below
to you.

FFP Username:

PPP Password:

PPPoE Service Name:
Authentication Method:| AUTO v

MTU[576-1500]: 1492

Config KeepAlive
Enable Fullcone NAT

Dial on demand (with idle timeout timer)

Use Static IPv4 Address

Enable PPP Debug Mode

O
O
O
[] FFF IP extension
O
O
O

Bridge PPPoE Frames Between WAN and Local Ports

Multicast Proxy
[0 Enable IGMP Mutticast Proxy

Copyright @ 2020 OvisLink (Canada) INC All rights reserved
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Step4  In this page, you can modify the PPP username, PPP password,

PPPOE service name and authentication method.
PPP Username: The correct user name provided by your ISP.
PPP Password: The correct password provided by your ISP.
PPPoE Service Name: If your ISP provides it to you, please enter it. If
not, do not enter any information.
Authentication Method: The value can be AUTO, PAP, CHAP, or
MSCHAP. Usually, you can select AUTO.
Enable Fullcone NAT:. NAT is one where all requests from the same
internal IP address and port are mapped to the same external IP address
and port. Furthermore, any external host can send a packet to the
internal host, by sending a packet to the mapped external address.
Dial on demand (with idle timeout timer): If this function is enabled,
you need to enter the idle timeout time. Within the preset minutes, if the
modem does not detect the flow of the user continuously, the modem
automatically stops the PPPOE connection. Once it detects the flow (like
access to a webpage), the modem restarts the PPPoE dialup. If this
function is disabled, the modem performs PPPoE dial-up all the time. The
PPPOE connnection does not stop, unless the modem is powered off and
DSLAM or uplink equipment is abnormal.
PPP IP extension: If you want to configure DMZ Host, you should enable
it first.
Use Static IPv4 Address: If this function is disabled, the modem obtains
an IP address assigned by an uplink equipment such as BAS, through
PPPOoE dial-up. If this function is enabled, the modem uses this IP
address as the WAN IP address.
Enable PPP Debug Mode:Enable or disable this function.
Bridge PPPoE Frames Between WAN and Local Ports:Enable or
disable this function.
Enable IGMP Multicast Proxy:If you want PPPoE mode to support IPTV,
enable it.

Step5  After setting the parameters, click Next to display the following page.

Copyright @ 2020 OvisLink (Canada) INC All rights reserved
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Routing -- Default Gateway

Default gateway interface list can have multiple WAN interfaces served as system default gateways but only one will be
used according te the priority with the first being the higest and the last one the lowest priority if the WAN interface is
connected. Priority order can be changed by removing all and adding them back in again.

Selected Default Available Routed WAN
Gateway Interfaces Interfaces
oppl. 1 oopl. 1

Step6
gateway and then click Next to display the following page.

DNS Server Configuration

Select DNS Server Interface from available WAN interfaces OR enter static DNS server IP addresses for the system. In
ATM made, if only a single PYC with IPoA or static IPoE protocol is configured, Static DNS server IP addresses must be
entered.

DHS Server Interfaces can have multiple WAN interfaces served as system dns servers but only one will be used
according to the priority with the first being the higest and the last one the lowest priority if the WAN interface is
connected. Priority order can be changed by removing all and adding them back in again.

Select DNS Server Interface from available WAN interfaces:

Selected DNS Server

Interfaces Available WAN Interfaces

pppl. 1 pepl. 1
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Step7 In this page, you can obtain the DNS server addresses from the
selected WAN interface. Click Next, and the following page appears.

WAN Setup - Summary
Make sure that the settings below match the settings provided by your ISP.

Connection Type: | PFPoE

NAT: Enabled
Full Cone NAT: Enabled
Firewall: Enabled

IGMP Multicast: Disabled
Quality Of Service: Disabled

Click "Apply/Save" to have this interface to be effective. Click "Back" to make any modifications.

Apply/Save

Step8 In this page, it displays the information about the PPPoOE settngs.
Click Apply/Save to save and apply the settings.

5222 Adding a MER (IPoE) WAN service

This section describes the steps for adding the MER WAN service.
Stepl Inthe Wide Area Network (WAN) Service Setup page, click the
Add button to display the following page. (At first, you must add a
ATM interface for this WAN service.)

WAN Service Interface Configuration

Select a layer 2 interface for this service
MNote: For ATM interface, the descriptor string is (portld_vpi_vci)
For PTM interface, the descriptor string is (portId_high_low)
Where portld=0 --> DSL Latency PATHD

portld=4 --> DSL Latency PATHO&L
low =0 --= Low PTM Priority not set
! > Low PTM Priority set
High PTM Priority not set
= High PTM Priority set

atm0/(0_0_35) v

Back || Mext
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Step2  Select an ATM Interface, and then click Next to display the following
page.

WAN Service Configuration

Select WAN service type:

© PPP over Ethernet (PPPOE)
@ 1P over Ethernet

© Bridging

Enter Service Description:{ipoe_0_1_1

For tagged service, enter vald 8021 Priority and 802.1Q VLAN ID.
For untagged service, set -1 to both 802. 1P Priority and §02.1Q VLAN ID.

Enter 802.1P Priority [0-7]:
Enter 802.1Q VLAN ID [0-4094]:

Network Protocal Selection:

Step3  Inthis page, select the WAN service type to be IP over Ethernet, enter
the service description for this service. After finishing setting, click
Next to display the following page.

WAN IP Settings
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Step4 In this page, you may modify the WAN IP settings. You may select
obtain an IP address automatically or manually enter the IP address
provided by your ISP. Click Next and the following page appears.

Note:
If selecting Obtain an IP address automatically, DHCP will be enabled for PVC

in MER mode.
If selecting Use the following Static IP address, please enter the WAN IP
address, subnet mask and gateway IP address.

Hetwork Address Translation Settings
Network Address Translation (NAT) allows you to share one Wide Area Network (WAN) TP address for multiple

computers on your Local Area Metwork (LAN).

[ Enable NAT
ONLY IF REQUIRED -- DISABLES NETWORK ACCELERATION AND SOME SECURITY

Enable Firewall

IGMP Multicast
[] Enable IGMP Multicast

Step5 In this page, you can set the network address translation settings,for
example, enabling NAT, enabling firewall, and enabling IGMP
multicast. After finishing setting, click Next and the following page

appears.

Routing -- Default Gateway

Default gateway interface list can have multiple WAN interfaces served as system default gateways but only one wall be
used according to the priority with the first being the higest and the last one the lowest priority if the WAN interface is
connected. Priority order can be changed by removing all and adding them back in again.

Selected Default Available Routed WAN
Gateway Interfaces Interfaces
opopl. 1 atmi. 1
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Step6 In this page, select a preferred WAN interface as the system default
gateway and then click Next to display the following page.

DHNS Server Cenfiguration

Select DNS Server Interface from available WAN interfaces OR enter static DNS server IP addresses for the system. In
ATM mode, if only a single PVC with IPoA or static IPOE protocol is configured, Static DNS server IP addresses must be
entered.

DNS Server Interfaces can have multiple WAN interfaces served as system dns servers but only one will be used
according to the priority with the first being the higest and the last one the lowest priority if the WAN interface is
connected. Priority order can be changed by removing all and adding them back in again.

Select DNS Server Interface from available WAN interfaces:
Selected DNS Server

Interfaces Available WAN Interfaces

5op0. 1 atnd. |

Step7 In this page, you can obtain the DNS server addresses from the
selected WAN interface. After finishing setting, click Next to display
the following page.

WAN Setup - Summary
Make sure that the settings below match the settings provided by your ISP.

Connection Type: |IFoE

NAT: Disabled
Full Cone HAT: Enabled
Firewall: Enabled

IGMP Multicast: Disabled

Quality Of Service: | Disabled

Click "Apply/Save" to have this interface to be effective. Click "Back" to make any modifications.
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Step8 In this page, it displays the information about the IPoOE settngs.Click
Apply/Save to save and apply the settings.

5223 Adding a PPPoA WAN service

This section describes the steps for adding the PPPoA WAN service.

Stepl Choose Advanced Setup > Layer2 Interface > ATM Interface to
dsipaly the DSL ATM Interface Configuration page. In this page,
you need to add a PVC for PPPoA mode. Click the Add button in the

DSL ATM Interface Configuration page to display the following
page.

ATM PVC Configuration

This screen allows you to configure a ATM PVC

Pr: [0 [0-255]

Select DSL Latency
Path0 (Fast)
[ Pathi (Interleaved)

Select DSL Link Type (EoA is for PPFOE, IFoE, and Bridge.)

O Eoa

© PPPoA

Q oA

Encapsulation Mode VC/ME v
Senvice Category TER Vithout PCR v

nce as the Default Queue

[1-63]

18] (lovrer value, higher priority)

: [1-631

Nof p R among equal precedence VC's.
ill be used for arbitration.
or arbitration

e

Step2  Select the DSL link type to be PPPoA, and select the encapsulation
mode to be VC/MUX (according to the uplink equipment). After
finishing setting, click the Apply/Save button to apply the setings.

Copyright @ 2020 OvisLink (Canada) INC All rights reserved

Page 27



OV501GF User Manual

Step3  Choose WAN Service and click Add to display the following page.
WAN Service Interface Configuration

Select a layer 2 interface for this service

Mote: For ATM interface, the descriptor string is (portld_vpi_vci)
For PTM interface, the descriptor string is (portId_high_low)
Where portld=0 --> D5L Latency PATHO
portld=1 --> D5L Latency PATH1
portld=4 --> D5L Latency PATHO&1
lows =0 --= Low PTM Priority not set
lows =1 —-= Low PTM Priority set
high =0 --> High PTM Priority not set
high =1 --> High PTM Priority set

atml/ (0_0_3T)

Back

Step4  Select the proper interface for the WAN service, and then click Next
to display the following page.

WAN Service Configuration

Enter Service Description:|pppoa_0_0_37

Metwork Protocal Selection:(IPVe Only not support)
IPV4 Only v

Step5 In this page, you may modify the service description. Click Next to
display the following page.
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PPP Username and Password

PPP usually requires that you have a user name and password to establish your connection. In the boxes below, enter the user name and
password that your ISP has provided to you,

PPP Username: test

PPP Password: ssee

Authentication Method:| 4UTO v
MTU[576-1500]: 1492

Enable Fullcone NAT

ONLY IF REQUIRED -- DISABLES NETWORK ACCELERATION AND SOME SECURITY

m}
O
m}

Dial on demand (with idle timeout timer)
Use Static IPv4 Address

Enable PPP Debug Mode

Multicast Proxy

(]

Enable IGMP Multicast Proxy

PPP Username: The correct user name provided by your ISP.

PPP Password: The correct password provided by your ISP.
Authentication Method: The value can be AUTO, PAP, CHAP, or
MSCHAP. Usually, you can select AUTO.

Enable Fullcone NAT:. NAT is one where all requests from the same
internal IP address and port are mapped to the same external IP address
and port. Furthermore, any external host can send a packet to the
internal host, by sending a packet to the mapped external address.

Dial on demand (with idle timeout timer): If this function is enabled,
you need to enter the idle timeout time. Within the preset minutes, if the
modem does not detect the flow of the user continuously, the modem
automatically stops the PPPoA connection. Once it detects the flow (like
access to a webpage), the modem restarts the PPPoA dialup. If this
function is disabled, the modem performs PPPoA dial-up all the time. The
PPPoA connnection does not stop, unless the modem is powered off and
DSLAM or uplink equipment is abnormal.

PPP IP extension: If you want to configure DMZ Host, you should enable
it first.

Use Static IPv4 Address: If this function is disabled, the modem obtains
an IP address assigned by an uplink equipment such as BAS, through
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PPPOA dial-up. If this function is enabled, the modem uses this IP
address as the WAN IP address.

° Enable PPP Debug Mode:Enable or disable this function.

° Enable IGMP Multicast Proxy: If you want PPPoE mode to support

IPTV, enable it.

Step6 In this page, you can enter the PPP username and PPP password
provided by your ISP. Select the authentication method according to
your requirement. After finishing setting, click Next to display the
following page.

Routing -- Default Gateway

Default gateway interface list can have multiple WAN interfaces served as system default gateways but only one will be
used according to the priority with the first being the higest and the last ane the lowest priority if the WAN interface is
connected. Priority arder can be changed by removing all and adding them back in again.

Selected Default Available Routed WAN
Gateway Interfaces Interfaces
pepl. prpoal

)

Step7 In this page, select a preferred WAN interface as the system default
gateway and then click Next to display the following page.

DNS Server Configuration

Server Interface from available WAN interfa

if only with IPoA or static IPOE pro

priority if the

cannected. Priority order can be changec g all and adding them back in again.

DHS Server Interface from available WAN interfaces:
4 DNS Server

Avallable WAN Interfaces

Ty — [ppoat

() ()
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Step8

Step9

In this page, you can obtain the DNS server addresses from the
selected WAN interface. After finishing setting, click Next to display

the following page.
WAN Setup - Summary
Make sure that the settings below match the settings provided by your ISP.

Connection Type: |FFFoA

NAT: Enabled
Full Cone NAT: Enabled
Firewall: Enabled

IGMP Multicast: Disabled

Quality Of Service: Enabled

Click "Apply/Save" to have this interface to be effective. Click "Back" to make any modifications.

Apply/Save

In this page, it displays the information about the PPPoA settngs.Click

Apply/Save to apply the settings. You can modify the settings by
clicking the Back button if necessary.
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5224

Adding an IPoA WAN service

This section describes the steps for adding the IPoOA WAN service.

Stepl

Step2

Choose Advanced Setup > Layer2 Interface > ATM Interface to
dsipaly the DSL ATM Interface Configuration page. In this page,
you need to add a PVC for IPoA mode. Click the Add button in the
DSL ATM Interface Configuration page to display the following
page.

ATM PVC Configuration
This screen allows you to configure a ATM PVC.

VPL: El [0-255]

[32-65535]

Select DSL Latency
Path (Fast)
[ Path1 (Interleaved)

Select DSL Link Type (EoA is for PPPOE, IPOE, and Bridge.)

O Eoa

O PPPOA

® PoA

Encapsulation Mode: LLC/SHAP-ROUTING +
Service Category: UBR Without FCR v

Select Scheduler for Queues of Equal Precedence as the Default Queue
@® weighted Round Robin
O weighted Fair Queuing

Default Queue Weight: [1-63]

Default Queue Precedence: 11-8] (lower value, higher priority)
VC WRR Weight: [ Jneean

VC Precedence; [1-8] (lower value, higher priority)

Note: VC scheduling will be SP among unequal precedence VC's and WRR among equal precedence VC's.
For single queue VC, the default queue precedence and weight will be used for arbitration.

For multi-queue VC, its VC precedence and weight will be used for arbitration.

Select the DSL link type to be IPoA, and select the encapsulation
mode to be LLC/SNAP-ROUTING (according to the uplink
equipment). After finishing setting, click the Apply/Save button to
save the settings.
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Step3  Choose WAN Service and click Add to display the following page.

WAN Service Interface Configuration
Select a layer 2 interface for this service

Note: For ATM interface, the descriptor string is (portId_vpi_vci)
For PTM interface, the descriptor string is (portld_high_lowr)
Where portld=0 --> DSL Latency PATHD
portld=1 --> DSL Latency PATH1
portld=4 --> DSL Latency PATHO&1
Low PTM Priority not set
low = Low FTM Priority set
high =0 High FTM Priority not set
high =1 --= High PTM Priority set

Step4  Select the proper interface for the WAN service ,and then click Next
to display the following page.

WAN Service Configuration

Enter Service Description:|ipoa_0_0_38 ‘

Step5 In this page, you may modify the service description. Click Next to
display the following page.

WAN 1P Settings

information provided to you by your ISP to configure the WAN IP settings.

WAN IP Address: 0.0.0.0
WAN Subnet Mask: 0.0.0.0
Primary DNS server: 0.0.0.0
Secondary DNS server:
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Step6 In this page, enter the WAN IP address, the WAN subnet mask, and
primary DNS server provided by your ISP and then click Next to
display the following page.

Network Address Translation Settings

Netwiork Address Translation (NAT) allows you to share one Wide Area Network (WAN) IP address for multiple
computers on your Local Area Network (LAM).

Enable NAT
Enable Fullcone NAT

ONLY IF REQUIRED -- DISABLES NETWORK ACCELERATION AND SOME SECURITY
[0 Enable Firewall

I6MP Multicast
[0 Enable IGMP Multicast

In this page, Network Address Translation (NAT) allows you to share one Wide
Area Network (WAN) IP address for multiple computers on your Local Area
Network (LAN).

If you do not want to enable NAT, and wish the user of modem to access the
Internet normally, you need to add a route on the uplink equipment. Otherwise,
the access to the Internet fails. Normally, please enable the NAT function.
Step7  After finishing setting, click Next to display the following page.

Routing -- Default Gateway

Default gateway interface list can have multiple WAN interfaces served as system default gateways but only one will be
used according to the priority with the first being the higest and the last one the lowest priority if the WAN interface is
connected. Priority order can be changed by removing all and adding them back in again.

Selected Default Available Routed WAN
Gateway Interfaces Interfaces
pppl. 1 ipoal
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Step8 In this page, select a preferred WAN interface as the system default
gateway and then click Next to display the following page.

DHS Server Configuration

Select DNS Server Interface from available WAN interfaces OR enter static DNS server TP addresses for the system. In
ATM mode, if only a single PVC with IPoA o static IPOE protocol is configured, Static DNS server IP addresses must be
entered.

DHS Server Interfaces can have multiple WAN interfaces served as system dns servers but only one will be used
according to the priority with the first being the higest and the last one the lowest priority if the WAN interface is
connected. Friority order can be changed by removing all and adding them back in again.

Select DNS Server Interface from available WAN interfaces:

Selected DNS Serve
e Available WAN Interfaces

pop0. ipoad

&

Step9 In this page, you can obtain the DNS server addresses from the
selected WAN interface. After finishing setting, click Next to display

the following page.
WAN Setup - Summary

Make sure that the settings belows match the settings provided by your ISP.

Connection Type: |IFoA

NAT: Enabled
Full Cone NAT: Enabled
Firewall: Disabled

IGMP Multicast: Disabled
Quality Of Service: Enabled

Click "Apply/Save" to have this interface to be effective. Click "Back” to make any modifications.

Apply/Save

Step10 In this page, it displays the information about the IPoA settngs. Click
Apply/Save to save and apply the settings. You can modify the
settings by clicking the Back button if necessary.
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5225 Adding a Bridge WAN service

This section describes the steps for adding the Bridge WAN service.

Stepl Inthe Wide Area Network (WAN) Service Setup page, click the
Add button to display the following page. (At first, you must add a
proper ATM interface for this WAN service.) Click the Add button to
display the following page.

WAN Service Interface Configuration
Select a layer 2 interface for this service

Note: For ATM interface, the descriptor string is (portld_vpi_vci)
For PTM interface, the descriptor string is (portld_high_low)
Where portld=0 = DSL Latency PATHO
portld=1 --> DSL Latency PATHL
portld=4 --> DSL Latency PATHO&1

Low PTM Priority not set
lo Low PTM Priority set
high =0 --= High PTM Priority not set
high =1 --> High PTM Priority set

=tal/ (0_0_36) ~

lowy

Step2  Select the proper ATM Interface and then click Next to display the
following page.

WAN Service Configuration
Select WAN service type:

O PPP over Ethernet (PPPoE)
QP over Ethernet

@ Bridging

Enter Service Description:br_0_0_36

For tagged service, enter valid 802.1P Priority and 802.1Q VLAN ID.
For untagged service, set -1 to both 802.1P Priority and 802.1Q VLAN ID.

Enter 802.1F Friority [0-7]:

Enter 802.1Q VLAN ID [0-4094]:
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Step3 In this page, you can select the WAN service type, and modify the
service description for this service. After finishing setting, click Next
to display the following page.

WAHN Setup - Summary
Make sure that the settings belovws match the settings provided by your ISP.

Connection Type: |Bridge

NAT: Disabled
Full Cone NAT: Enabled
Firewall: Disabled

IG6MP Multicast: Mot Applicable
Quality Of Service: Enabled

Click "Apply/Save" to have this interface to be effective. Click "Back” to make any modifications.

Step4  Inthis page, it displays the information about the bridge settngs. Click
Apply/Save to save and apply the settings. You can modify the
settings by clicking the Back button if necessary.

5.2.3 LAN Configuration

Choose Advanced Setup > LAN, and the following page appears.

Local Area Network (LAN) Setup
Configure the Broadband Router IP Address and Subnet Mask for LAN interface. GroupName [Default ¥

1P Addr:
Subr

192.168.1.1
255.255.255.0

"
@ Enable IGMP Snooping

Standard Mode
Blocking Mode

Enable IGMP LAN to LAN Multicast: Disable v
(LAN to LAN Multica: abled until the first WAN ssrvice is connected, regardiess of this sstting.)

Enable LAN side firawall

Disable DHCP Server

192.168.1.2
192.168.1.254
d 4
atic 1P Le A maximum 32 entries can be configured)
MAC Address| IP Address

‘Add Eniries ]| Remove Enfries
Enable DHEP Sen
DHCP Server IP Address:

Configure the second TP Address and Subnet Mask for LAN interface

Apply/save
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In this page, you can configure an IP address for the DSL router, enable IGMP
snooping, enable or disable the DHCP server, edit the DHCP option, configure
the DHCP advanced setup and set the binding between a MAC address and an
IP address.

Configuring the Private IP Address for the DSL Router

IP Address: 192.168.1.1
Subnet Mask: 253,233.253.0

In this page, you can modify the IP address of the device. The preset IP
address is 192.168.1.1.

Enabling IGMP Snooping

IGMP snooping enables the router to forward multicast traffic intelligently,
instead of flooding all ports in the VLAN. With IGMP snooping, the router listens
to IGMP membership reports, queries and leave messages to identify the switch
ports that are members of multicast groups. Multicast traffic will only be
forwarded to ports identified as members of the specific multicast group or
groups.

Enable IGMP Snooping

Standard Mode

o®

Blocking Mode

Enabling the LAN Side Firewall

Firewall can prevent unexpected traffic on the Internet from your host in the LAN.

[0 Enable LA side firewall

In this page, you can enable or disable the LAN side firewall.
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Configuring the DHCP Server

@ Enable DHCP Server
Start IP Address: 192.168.1.2
End IP Address: 192.168.1.254

Leased Time (hour):|24

If you enable the DHCP sever, the clients will automatically acquire the IP address
from the DHCP server. If the DHCP server is disabled, you need to manually set
the start IP address, end IP address and the lease time for the clients in the LAN.

Configuring the DHCP Static IP Lease List

The lease list of static IP address can reserve the static IP addresses for the hosts
with the specific MAC addresses. When a host whose MAC address is in the
lease list of static IP address requests the DHCP server for an IP address, the
DHCP server assigns the reserved IP address to the host.

MAC Address |IP Address | Remove

l Add Entries ” Remove Entries l

Click the Add Entries button in the Local Area Network (LAN) Setup page to
display the DHCP Static IP Lease page.

DHCP Static IP Lease

Enter the Mac address and Static IP address then click Apply/Save

MAC Address:

P Address:

In this page, enter the MAC address of the LAN host and the static IP address
that is reserved for the host, and then click the Apply/Save button to apply the
settings.
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Configuring the Second IP Address and Subnet Mask for a LAN
Interface

In the Local Area Network (LAN) Setup page, you are allowed to set the
second IP address and the subnet mask for a LAN interface.

[¥] Canfigure the second IP Address and Subnet Mask for LAN interface
IP Address: 192.168.240.1

Subnet Mask: 255.255.255.252

After enabling Configure the second IP Address and Subnet Mask for LAN
interface, enter an IP address and a subnet mask for the LAN interface.
After finishing setting, click the Apply/Save button to apply the settings.

5.2.3.1 IPv6 Auto-configuration
Click Advanced Setup > LAN >IPv6 Autoconfig, and the following page
appears.

IPV6 LAN Auto Configuration

Note:
1: Stateful DHCPVS s supported based on the assumption of prefix length less than 64. Interface ID does NOT support ZERO COMPRESSION 2"

Please enter the complete information. For exampe: Please enter '0:0:0:2" instead of "::2".

2: Unique local address must start with "fd". The prefix and the address must be in same network and the prefix length must be 64.

[ Enable ULA Prefix Advertisement

1IPVv6 LAN Applications
Enable DHCPV6 Server
® stateless
QO stateful
Start interface ID:

End interface ID

Leased Time (hour)]

Enable RADVD
Enable MLD Snooping

QO standard Mode
@ Blocking Mode

Enable MLD LAN to
Disable v

LAN Multicast:
(LAN to LAN Multicast is enabled until the first WAN service is connected, regardless of this setting.)

O Enable Relay

Save/Apply
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In this page, you can set an IP address for the DSL IPv6 router, enable the

DHCPvV6 server, enable RADVD and enable the MLD snooping function.

° Enable DHCPv6 Server: WIDE-DHCPV6 is an open-source
implementation of dynamic host configuration protocol for IPv6é (DHCPV6)
originally developed by the KAME project. The implementation mainly
complies with the following standards: RFC3315, RFC3319, RFC3633,
RFC3646, RFC4075, RFC 4272 etc.

° Enable RADVD: The router advertisement daemon (RADVD) is run by
Linux or BSD systems acting as IPv6 routers. It sends router
advertisement messages, specified by RFC2461, to a local Ethernet LAN
periodically and when requested by a node sending a router solicitation
message. These messages are required for IPv6 stateless
auto-configuration.

° Enable MLD Snooping: Multicast Listener Discovery Snooping (MLD
Snooping) is an IPv6 multicast constraining mechanism that runs on
Layer 2 devices to manage and control IPv6 multicast groups. By
analyzing received MLD messages, a Layer 2 device running MLD
Snooping establishes mappings between ports and multicast MAC
addresses and forwards IPv6 multicast data based on these mappings.

After finishing setting, click the Save/Apply button to apply the settings.

5.2.4 NAT
5241 Virtual Servers

Firewall can prevent unexpected traffic on the Internet from your host on the
LAN. The virtual server can create a channel that can pass through the firewall.
In that case, the host on the Internet can communicate with a host on your LAN
within certain port range.

Choose Advanced Setup > NAT > Virtual Servers, and the following page
appears.
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AT~ Vil Servers S

In this page, you are allowed to add or remove a virtual server entry.
To add a virtual server, do as follows:
Step 1  Click the Add button to display the following page.

NAT -- Virtual Servers

Select the service name, and enter the server [P address and click "Apply/Save” to forward IP packets for this service to the specified server.
NOTE: The "Internal Port End" cannot be medified directly. Normally, it is set to the same value as "External Port
End".However, if you modify "Internal Port Start”, then "Internal Port End” will be set to the same value as "Internal Port
Start".

Remaining number of entries that can be configured:32

Use Interface pppos_0_1_L/ppp0. L &

Service Name:
@ Select a Service; |Select One 3
O custom Service: | ‘

[ Enable LAN Loopback

Server IP Address/Hostname: |192.IEB.1. ‘

Apply/Save

External Port StartfExternal Port End| Protocol Internal Port StartInternal Port End
P v
P v
v
v
CP v|
CP v/
cP v/
P v
P v
v
v
CP v|

Save/Apply

° Use interface: Select an interface that you want to configure.
[ Select a Service: Select a proper service in the drop-down list.
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° Custom Server: Enter a new service name to establish a user service
type.

° Server IP Address: Assign an IP address to virtual server.

° External Port Start: When selecting a service, the port number will
automatically be displayed. You can modify it if necessary.

° External Port End: When selecting a service, the port number will
automatically be displayed. You can modify it if necessary.

° Protocol: You may select TCP/UDP, TCP, or UDP in the drop-down list.

[ Internal Port Start: When selecting a service, the port number will
automatically be displayed. You can modify it if necessary.

° Internal Port End: When selecting a service, the port number will
automatically be displayed. You can modify it if necessary.

Step 2 After finishing setting, click Save/Apply to save and apply the

settings.

5242 Port Triggering

Some applications need some ports to be opened in the firewall for the remote
access. When an application initializes a TCP/UDP to connect to a remote user,
port triggering dynamically opens the open ports of the firewall.

Choose Advanced Settings > NAT > Port Triggering, and the following page
appears.

AT - Port Triggering Setup

Trigger open

Application Hame Port Range Port Range WA Interface | Remove
Protocol Protocol
Start | End Start | End

In this page, you may add or remove an entry of port triggering.
Click the Add button to display the following page.
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NAT -- Port Triggering

rts in the Router's
a an existing application or

cations such as games, ess applications and others require tha
for access by th e port settings from this screen
creating your own (Custom application)and click "Save/Apply" to add it

Remaining number of entries that can be configured:32

pepee_ 01 1/pppl. 1 v

t an application: | Select One v

Q Custom application

rigger Port StartTrigger Port End(Trigger ProtocolOpen Port StartOpen Port EndOpen Protocol
TCF v TCF v

TCP P

TCF 1CF
TCP CP
TCF 1CF
TCP CP

TCE 1P

< =) (= = = [ =
2| =) (= || || [ =

TCP CP

Use interface: Select an interface that you want to configure.

Select an application: Select a proper application in the drop-down list.

Custom application: Manually define an application.

Trigger port Start: The start port number that LAN uses to trigger the

open port.

® Trigger port End: The end port number that LAN uses to trigger the
open port.

° Trigger Protocol: Select the application protocol. You may select
TCP/UDP, TCP, or UDP.

° Open Port Start: The start port number that is opened to WAN.

Open Port End: The end port number that is opened to WAN.

° Open Protocol: Select the proper protocol that is opened to WAN. You
may select TCP/UDP, TCP, or UDP.

After finishing setting, click Save/Apply to apply the settings.

Note:
You can use a single port number, several port numbers separated by
commas, port blocks consisting of two port numbers separated by a dash,
or any combination of these, for example 80, 90-140, 180.
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5243 DMZ Host

DMZ allows all the ports of a PC on your LAN to be exposed to the Internet. Set
the IP address of the PC to be DMZ host, so that the DMZ host will not be
blocked by firewall.

Choose Advanced Setup > NAT > DMZ host to display the following page.

s the DMZ host compuer.

save/Apply

In this page, enter the IP address of the DMZ host.

After finishing the settings, click the Apply/Save button to apply the settings.
If you want to clear the DMZ function of the host, please delete the IP address
of the host in the field of DMZ Host IP Address, and then click the Apply/Save
button.

5.2.5 Security

Firewall

Choose Security > IP Filtering and the following page appears.

Qutgoing IP Filtering Setup
By default, al outgeing IP traffic from LAN is alowed, but seme IP traffic can beBLOCKEDby setting up fiters.

Choose Add or Remo nfigure outgoing IP fiters.

Filter Name | IP Version  Protocol | SrcIP/ PrefixLength SrcPort DstIP/ PrefixLength | DstPort Remove
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Click Modify Firewall or Remove Firewall to modify or remove the
firewall. And click Modify Rule or Remove Rule to modify or remove the rule.
Click Add Firewall, and the following page appears.

Add 1P Filter -- Outgoing

The screen a
specfied con

condition below. Al of the
te the fiter.

o create a fiter ruke to identify
in this fiter rule must be satified

Fiter Name

IFvd v
P v
Source IP address{/prefix kength]
s (port or port:port):
Destination IP address[/prefix length]
Destination Port (port or port:port)

name: The name of firewall.
interface: You can select LAN or WAN from the drop-down list.
type: You can select IN or OUT from the drop-down list.

defaultaction: You can select Permit or Drop from the drop-down list.

MAC Filtering Setup

In some cases, you may want to manage Layer2 MAC address to block or
permit a computer within the home network. When you enable MAC filter rules,
the DSL router serves as a firewall that works at layer 2.

Note:
MAC filtering is only effective on ATM PVCs configured in bridge mode.

Choose Security > MAC Filtering and the following page appears.
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MAC Filtering Setup

"MAC Filtering is only effective on ATM PVCs configured in Bridge mode. FORWARDED means that all MAC layer
frames will be FORWARDED except those matching with any of the specified rules in the following table. BLOCKED
means that all MAC layer frames will be BLOCKED except those matching with any of the specified rules in the following
table.

MAC Filtering Policy For Each Interface{maxinum 32 entrie:
WARNING: Changing from one policy to another of ar erface will cause all defined rules for that
interface to be REMOVED AUTOMATICALLY! You will need to create new rules for the new policy.

Interface | Policy Change

atm3 FORWARD O

Change Policy

Choose Add or Remove to configure MAC filtering rules.

Interface | Protocol | Destination MAC | Source MAC | Frame Direction | Remove

In this page, you can add or remove the MAC filtering rule. You may change the
MAC filtering policy from FORWARDED to BLOCKED by clicking the Change
Policy button.

Click the Add button to display the following page.

Add MAC Filter

Create a filter to identify the MAC layer frames by specifying at least one condition below. If multiple conditions are
specified, all of them take effect. Click 'Apply' to save and activate the filter.

Protocol Type: v

Destination MAC Address:

Source MAC Address:

Frame Direction: LAN<=WAN +

WAN Interfaces (Configured in Bridge mode only)

br_ 9/ atnd w

Apply/Save
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Protocol Type: Select the proper protocol type.
Destination MAC Address: Enter the destination MAC address.
Source MAC Address: Enter the source MAC address.
Frame Direction: The direction of transmission frame.
WAN Interface (Configured in bridge mode only): Select the proper
WAN interface in the drop-down list.
After finishing setting, click Apply/Save to save and apply the filtering rule.

5.2.6 Parental Control

Time Restriction

Choose Advanced Setup > Parental Control > Time Restriction, and the
following page appears.

Access Time Restriction -- A maximum 16 entries can be configured.

Username | MAC | Mon | Tue | Wed | Thu | Fri | Sat | Sun | Start | Stop Remove

Click the Add button to display the following page.

Access Time Restriction

outer. The 'Bro C Address' automatically displays the MAC address of
browser is running. To other LAN ss' button and enter the MAC address of the
AC address of a Windows based PC, go to command window and ty config /all"

User Hame

@ Brows:
O other

C Address  |00:1d:0f:19:91:c1
ddress

Days of MonTueWed ThufFri 5atSun

oojogoao

Click to

Start Blocking Time (hh:mm)

€nd Blocking Time (hh:mm)

Apply/Save

This page is used to control the time restriction to a special LAN device that
connects to the DSL router. In this page, se the user name and configure the
time settings.
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After finishing setting, click the Apply/Save button to save and apply the settings.

Url Filter

Click Advanced Setup > Parental Control > Url Filter, and the following page
appears.

URL Filter -- Please select the list type first then configure the list entries. Maximum 100 entries can be configured.

URLListType: © Exclude O Include

Address | Port Remove

Thisp age is used to prevent the LAN users from accessing some Websites in
the WAN.

In this page, you may select the Exclude URL list type or the Include URL list
type. If you select the Exclude URL list type, it means that the URLs in the list
are not accessible. If you select the select the Include URL list type, you are
allowed to access the the URLs in the list.

Click the Add button to display the following page.

Parental Control -- URL Filter Add

Enter the URL address and port number then click 'Apply/Save' to add the entry to the URL filter.

URL Address:

Port Number: (Default 80 will be applied if leave blank.)

In this page, enter the URL address and its corresponding port number. For
example, enter the URL address http://www.google.com and the port number
80, and then click the Apply/Save button. See the following figure:
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URL Filter -- Please select the fist type first then configure the list entries. Maximum 100 entries can be configured.

URL List Type: @ Exclude © Include

Port | Remove

oogle.com | 80 ]

5.2.7 Quality of Service
Enabling QoS

Choose Advance Setup > Quality of Service and the following page appears.

QoS — Queue Management Configuration

If Enable QoS checkbax is

ase a default DSCP mark to automatically mark incomng traffic without refer

Note: If Enable Qos checkbox is not selected, all QoS will be disabled for all interfaces,
Hote: The default DSCP mark ks used to mark all egress packets that do not match any classification rules.

@ Enable QoS

Select Default D5CP Mark | No Change(-1)  +

Select Enable QoS to enable QoS and configure the default DSCP mark.

QoS -- Queue Management Configuration

If Enable QoS checkbox is selected, choose a default DSCP mark to automatically mark incoming traffic without reference to a
particular classifier. Click "Apply/Save' button to save it.

HNote: If Enable Qos checkbox is not selected, all QoS will be disabled for all interfaces.
Note: The default DSCP mark is used to mark all egress packets that do not match any classification rules.

Enable Qos

Select Default DSCP Mark | No Change (-1) v

Copyright @ 2020 OvisLink (Canada) INC All rights reserved

Page 50



OV501GF User Manual

In this page, enable the QoS function and select the default DSCP mark.
After finishing setting, click Apply/Save to save and apply the settings.

Note:
If the Enable Qos checkbox is not selected, all QoS will be disabled for all
interfaces. The default DSCP mark is used to mark all egress packets that
do not match any classification rules.

Queue Configuration
Choose Advanced Setup > Quality of Service > QoS Queue, and the
following page appears.

QoS Queue Setup

eAdd!
' k theRemovebutt

< Enablebutt

ost PTM  ShapingRate  MinBit | BurstSize

D
Name | Key | Interface | Qid | Prec/Ag/Woht | oot pron bvs) Rate(bps) | (bytes) | EMable | Remove

Lan 1 = a]

In this page, you can enable, add or remove a QoS rule.

Note:
The lower integer value for precedence indicates the higher priority.
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Click the Add button to display the following page.

Qo5 Queue Configuration

This screen allows you to configure a QoS queue and add it to a selected layer2 interface
Name:

Enable: Dizable w

Interface:

o
<

° Name: Enter the name of QoS queue.

° Enable: Enable or disable the QoS queue.

° Interface: Select the proper interface for the QoS queue.

After finishing setting, click Apply/Save to save and apply the settings.

QoS Classification

Choose Advanced Setup > Quality of Service > Qos Classification and the
following page appears.

QoS Classification Setup -- maximum 32 rules can be configured.
Add

The Enable butt

The Qs function has b abled. Classification rules would not ta
CLASSIFICATION CRITERIA CLASSIFICATION RESULTS
Rate
Class Ether SrcMAC/ DSEMAC/ SeclP/ StIp, p » Queve DSCP p
Class . |Class Ether SICMAC/ DStMAC/ Srcl? Dstp/ proto Srcport Dstport PSCP. 802.1P Queve DSCP 802.1p X | L L
Name Intf Type Mask Mask |Prefixiength Prefixtength Check Check Key |Mark Mark (W0

In this page, you can enable, add or remove a QoS classification rule.
Click the Add button to display the following page.
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Add Network Traffic Class Rule

This screen creates a traffic class rule to classify the ingress traffic into a priority queue and optionally mark the DSCP or Ethernet priority of the packet.
Click 'Apply/Save' to save and activate the rule.

Traffic Class Name:
Rule Order: Last v
Rule Status: Disable v

Specify Classification Criteria (A blark riterion indicates it is not used for classification.)

Class Interface: LA v
Ether Type: v

Source MAC Address

Source MAC Mask

Destination MAC Address:

Destination MAC Mak:

Specify Classification Results (A blank value indicates no operation.)

Specify Class Queue (Required): [ v
- Packets classified into a queus that exit through an interface for which the queue
is not specified to exist, will instead egress to the default queue on the interface.

[ ]

Mark 802.1p priority: [ vl

- Class non-vian packets egress to a non-vlan interface will be tagged with VID 0 and the class rule p-bits.

- Class vian packets egress to a non-vlan interface will have the packet p-bits re-marked by the class rule p-bits. No additional vian tag is added.
- Class non-vian packets egress to a vian interface will be tagged with the interface VID and the class rule p-bits.

- Class vian packets egress to a vlan interface wil be additionally tagged with the packet VID, and the class rule p-bits.

Apply/Save
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5.2.8 Routing

Default Gateway
Choose Advanced Setup > Routing > Default Gateway, and the following
page appears.

Routing -- Default Gateway

erved as system default gatev
t and the last on

eway Available Routed WAN
Interfaces

TODO: Ipyp =====s=mms= Select a preferred wan interface as the system default IPve gateway.
Selected WAN Interface [pppoe_0_0_35/pppd

Apply/Save

In this page, you can modify the default gateway settings.

Select a proper WAN interface in the drop-down list of Selected WAN
Interface as the system default gateway.

After finishing setting, click Apply/Save to save and apply the settings.

Static Route
Choose Advanced Setup > Routing > Static Route and the following page
appears.
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Routing -- Static Route (A maximum 32 entries can be configured)
1P Version | DstIP/Mask | Gateway | Interface Metric | Remove
Add

In this page, you can add or remove a static routing rule.
Click the Add button to display the following page.

Routing -- Static Route Add

Enter the destination network address, subnet mask, gateway AND/OR available WAN interf
routing table

ck 'Apply/Save' to add the entry to the

TP Version: TPwd v

Destination [P address/prefix length:

Interface:

y IP Address:

(optional: metric number should be greater than or equal to zero)

Apply/Save

Metric:

IP Version: Select the IP version.

Destination IP address/prefix length: Enter the destination IP address.
Interface: select the proper interface for the rule.

Gateway IP Address: The next-hop IP address.

Metric: The metric value of routing.

After finishing setting, click Apply/Save to save and apply the settings.

Policy Routing

Choose Advanced Setup > Routing > Policy Routing and the following page
appears.

Policy Routing Setting -- A maximum 8 entries can be configured.

Policy Name | Source IP | LAN Port | WAN | Default GW | Remove

In this page, you can add or remove a static policy rule.
Click the Add button to display the following page.
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Policy Routing Settup
Enter the policy name, policies, and WAN interface then click "Apply/Save" to add the entry to the policy routing table.
Mote: If selected "IPoE" as WAN interface, default gatewsay must be configured.

Physical LAN Port: [ v

Source IP:
Use Interface: pppoe_0_1_L/pppl.1 »

Apply/Save

In this page, enter the policy name, source IP and default gateway, and select
the physical LAN port and interface.
After finishing setting, click Apply/Save to save and apply the settings.

RIP
Choose Advanced Setup > Routing > RIP and the following page appears.
Routing -- RIP Configuration

NOTE: RIP CANNOT BE CONFIGURED on the WAN interface which has NAT enabled (such as PPPoE).

To activate RIP for the WAN Interface, select the desired RIP version and operation and place a check in the
'Enabled' checkbox. To stop RIP on the WAN Interface, uncheck the 'Enabled' checkbox. Click the 'Apply/Save' button
to star/stop RIP and save the configuration.

Interface| Version Operation Enabled

O
o
§

Apply/Save

In this page, if you want to configure an individual interface, select the desired
RIP version and operation, and then select the Enabled checkbox for the
interface.

After finishing setting, click Apply/Save to save and apply the settings.
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5.2.9 DNS

DNS Server

Choose Advanced Setup > DNS > DNS Server and the following page
appears.

DNS Server Configuration

Select DNS Server Interface from available VAN interfaces OR enter static DNS server IP addresses for the system. In ATM mode, if only
a single PYC with IPoA or static IPOE protocol is configured, Static DNS server IP addresses must be entered.

DNS Server Interfaces can have multiple V/AN interfaces served as system dns servers but only one will be used according to the
priority with the first being the higest and the last one the lowest priority if the WAN interface is connected. Priority order can be changed
by removing all and adding them back in again.

@ DSelect DNS Server Interface from available WAN interfaces:
Selected DNS Server

Interfaces Available WAN Interfaces

ppp0. 1

&

© Use the following Static DNS IP address:

T

In this page, you can select a DNS server interface from the available interfaces,
manually enter the DNS server addresses, or obtain the DNS address from a
WAN interface.

After finishing setting, click Apply/Save to save and apply the settings.

Dynamic DNS

Choose Advanced Setup > DNS > Dynamic DNS and the following page
appears.

Dynamic DNS

The Dynamic DNS service allows you to alias a dynamic IP address to a static hostname in any of the many domains, allowing your
Broadband Router to be mere easily accessed from various locations en the Internet.

Choose Add or Remove to configure Dynamic DNS.

Hostname | Username | Service | Interface | Remove
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In this page, you are allowed to modify the DDNS settings.
Click the Add button to display the following page.

Add Dynamic DNS

This page allows you to add a Dynamic DNS address from DynDNS.org or TZO

D-DNS provider DynDHS. org w
Hostname
Interface prpoe_0_1_1/pppl. 1

DynDNS Settings

Username

Password

D-DNS provider: Select a proper DDNS server in the drop-down list.

Hostname: It is the domain name and it can be modified.

Interface: The interface that the packets pass through on the DSL router.

Username: Enter the username for accessing the DDNS management

interface.

° Password: Enter the password for accessing the DDNS management
interface.

After finishing setting, click Apply/Save to save and apply the settings.

5.2.10 DSL

Choose Advanced Setup > DSL and the following page appears. In this page,
you can view the DSL settings. Usually, you can keep this factory default setting.
The modem negotiates the modulation mode with the DSLAM.
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DSL Settings

e modulation belowy Select the profile belowr.

G.Dmt Enabled
G.

8a Enabled

Enabled 8b Enabled

[ 71.413 Enabled

c Enabled
DSL2 Enabled &d Enabled
nnext. Enabled 12a Enabled

DSL2+ Enabled 12b Enabled

[ AnnexM Enabled

7a Enabled
VDSL2 Enabled 30 Enabled

uso
Enabled
Select the phone line pair below.
® Inner pair

O outer pair

Capability
Bitswap Enable
[ sRA Enable

In this page, you can set the DSL settings. Usually, you do not need to modify
the factory default settings.

After finishing setting, click Apply/Save to save and apply the settings.
5.2.11 UPnP
Choose Advanced Setup > UPnP and the following page appears.

UPnP Configuration
HOTE: UPnP is activated only when there is a live WAN service with NAT enabled.

Enable UPNP

Apply/Save

In this page, you can enable or disable the UPnP function.
After finishing setting, click Apply/Save to save and apply the settings.
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5.2.12 DNS Proxy

Choose Advanced Setup > DNS Proxy and the following page appears.

DNS Proxy Coenfiguration

Enable DHS Proxy

Host name of the Broadband Router:
Domain name of the LAN network:

Apply/Save

In this page, you can enable or disable the DNS proxy function.

After enabling the DNS proxy function, enter the host name of the broadband
router and the domain name of the LAN network, and then click Apply/Save to
save and apply the settings.

5.2.13 Interface Grouping

Choose Advanced Setup > Interface Grouping and the following page
appears.

Interface Grouping -~ A maximum 16 entries can be configured

Interface Grouping supports multiple ports to PVC and bridging groups. Each group will perform as an independent network. To
support this feature, you must create mapping groups with appropriate LAN and WAN interfaces using the Add button. The
Remove button will remove the greuping and add the ungrouped interfaces to the Default group. Only the default group has IP
interface.

Group Name | Remove | WAN Interface | LAN Interfaces
ppp0.1 etho
ethl
eth2
eth3
Default
wiland
win_Guest1
win_Guestz

wlo_Guests

Remove
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Interface grouping supports multiple ports to PVC and bridging groups. Each
group will perform as an independent network. To support this feature, you
must create mapping groups with the appropriate LAN and WAN interfaces
using the Add button. The Remove button will remove the grouping and add
the ungrouped interfaces to the default group. Only the default group has IP
interface.

Click the Add button to display the following page.

Interface grouping Configuration

oup name must be unique

t interfaces from the available interface list and add it to the grouped interface list using the arrow buttons to create
mapping of the ports.

3.Click Save/Apply button to make the changes effective immediately

Group Name
WA Interface used in the grouping |pppoe_0_1_L/ppp0. 1 v

Grouped LAN Available LAN
Interfaces Interfaces

B

w10 _Guest3

In this page, please follow the on-screen configuration steps to configure the
parameters of the interface grouping.
After finishing setting, click Apply/Save to save and apply the settings.

5.2.14 IP Tunnel

5.2.14.1 IPv6 in IPv4

Choose Advanced Setup > IP Tunnel > IPv6inIPv4 and the following page
appears. The default value is IPv6 in IPv4 information.
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1P Tunneling -- 6in4 Tunnel Configuration

Name | WAN | LAN | Dynamic | IPv4 Mask Length | 6rd Prefix Border Relay Address  Remove

Remove

Click Add and the following page appears. In this page, you can add a new
tunnel.

IP Tunneling -- 6in4 Tunnel Configuration

Currently, only 6rd configuration is supported.

Tunnel Name

Mechanism: GRD vl
Associated WAN Interface: v|

Associated LAN Interface: LAN/br0

@ Manual O Automatic

1Pv4 Mask Length:

ord Prefix with Prefix Length:

Border Relay IPv4 Address:

Apply/Save

5.2.14.2 IPv4in IPv6
Choose Advanced Setup > IP Tunnel > IPv4inIPv6 and the following page
appears.
1P Tunneling -- 4in6 Tunnel Configuration

Name | WAN | LAN | Dynamic | Remote IPv6 Address | Remove
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Click Add and the following page appears. In this page, you can add a new
tunnel of IPv4 in IPv6.

1P Tunneling -- 4in6é Tunnel Configuration

Currently, only DS-Lite configuration is supported.

Tunnel Name

Mechanism: DS-Lite
Associated WAN Interface:

Associated LAN Interface: LAN/br0 ~

® Manual O Automatic

Remote IPv6 Address: I:l
Apply/Save

5.2.15 |IPSec

Choose Advanced Setup > IPSec and the following page appears.

1PSec Tunnel Mode Connections

Add, remove or enable/disable IPSec tunnel connections from this page.

Connection Hame | Remote Gateway | Local Addresses Remote Addresses Remove
111 10.10.10.10 192.168.1.0/255.255.255.0 | 192.168.2.0/255.255.255.0 O
222 20.20.20.20 192.168.1.2 192.168.3.0/255.255.255.0 O
333 30.30.30.30 192.168.1.0/255.255.255.0 | 192.168.6.1 O

Remove

In this page, you can add or remove the IPSec tunnel connections.
Click the Add button to display the following page.
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IPSec Settings

IPSec Connection Mame

Tunnel Mode

Remote IPSec Gateway Address (IPv4 address in
dotted decimal)
Tunnel access from local IP addresses

TP Address for VPN

TP Subnetmask

Tunnel access fram remote IP addresses
TP Address for VPN

TP Subnetmask

SE e (B [a = = =
] AR = L RER: = © = o
) FAIR=ANE - A= - =Y B el I

S S :
EHEE EHEE = < g
- - 3
[ [ 3
w w o
@ @ g
5 5 g
3

< <
<

Key Exchange Method futo(IKE) +
Authentication Method Fre-Shared Key
Pre-Shared Key key

Perfect Forward Secrecy

Advanced IKE Settings

Show Advanced Settings ]

Apply/Save

In this page, set the parameters such as the IPSec connection name, tunnel
mode, and remote IPSec gateway address.

If you need to configure the advanced settings of this IPSec tunnel connection,
please click the Show Advanced Settings button to display the other
parameters.

After finishing setting, click Apply/Save to save and apply the settings.

5.2.16 Certificate

Local

Choose Advanced Setup > Certificate > local and the following page
appears.
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Local Certificates

Add, v or R ates from this page. Local certificates are used by peers to verify your identity
Maximum 4 certific n be stored
Notice:Import and Remove Certificate need reboot the gateway

Name | In Use Subject | Type | Action

[ Create Certificate Request ] l Import Certificate

In this page, you can acquire the local certificate by creating a certificate

request or importing a certificate. You may also create or remove a certificate.
. Creating a New Certificate Request

Click the Create Certificate Request button to display the following page.

Create new certificate request

ou need to include Comman Name, Organization Name, State/Province Name, and the

test
Common Name: test

Qrganization Name: test

State/Province Name: guangdong

Country/Region Name: CN (China) v

In this page, please set the following parameters.

® Certificate name: Set the certificate name.

® Common Name: The common name is the "fully qualified domain
name," (or FQDN) used for DNS lookups of your server (for example,
www.mydomain.com). Browsers use this information to identify your Web
site. Some browsers will refuse to establish a secure connection with
your site if the server name does not match the common name in the
certificate. Please do not include the protocol symbol "http://* or any port
numbers or pathnames in the common name. Do not use wildcard
characters such as * or ?, and do not use an IP address.

° Organization Name: The name of the organization to which the entity
belongs (such as the name of a company).
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° State/Province Name: This is the name of the state or province where
your organization's head office is located. Please enter the full name of
the state or province.

° Country/Region Name: This is the two-letter ISO abbreviation for your
country (for example, GB for the United Kingdom).

After finishing setting, click the Apply button to apply the settings.

Certificate signing request

Certificats

load the signed

ted. Note a request is not yet functional - have it signed by a Certificate Authority and

Name test

Type

Subject
NI TBE jCBEATRAD A/ NQOwC: HOMQOWCuTDVQQKEWRD:
VOO IEwlndVFuI ZRvbmexCzATBgNVBATT. £] 6SThID:
ADCB:QKBgQC 1Ny qFix3gt Tp 1 6ufx+RROOVH2QT+£y 36 TURDSEG 11Nk dENhallHOb4
sl D TTD6rd1zvThnTe T
1RG jAGDT, AFTC T+ ovHHICUS/XhDKEFG P T Knlli dliw IDAQAB

DETIKoZThwcHAQEERQADE TEAL 9V sVIZKLDP TNRAIEGR 11 5VRQE2Z/611 rGTREHE

b 2V1eug01GRQvk zrHEQa04D e Abvqk 12] Bp 6Kqotuc TTREE vHE/ /naGlE LpsHBul

TLw5+2L+DYCaSNEP4b3GEabqvfofixgifmgad | KwFWIulldhwiWalbs13iDZiTe0f
signing Request | |QFk=

Back Load Signed Cel

The certificate request needs to be submitted to a certificate authority, which
will sign the request. Then the signed certificate needs to be loaded to the DSL
router. Click Load Signed Certificate in this page, and the following page
appears.

E
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In this page, paste the signed certificate, and then click the Apply button. A new
certificate is created.

° Importing an Existing Local Certificate
To import an existing certificate, click the Import Certificate button to display
the following page.

Import certificate

In this page, paste the certificate and the private key. Finally, click the Apply
button to import the certificate.

Trusted CA
Choose Advanced Setup > Certificate > Trusted CA and the following page
appears.
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Trusted CA (Certificate Authority) Certificates

s from this page. CA certificates are used by you to verify peers' certificates.

Maximum 4 n be stored
lotice:Tmport and Remove Certificate need reboat the gatevay
Name |Subject Type | Action
sescert 0=Grupo /O=TME/ST=A78923125/L=FZ. DE LA INDEPENDENCIA 6 28001 -
~ | MADRID/CN= lefonica Moviles Espana SA -

Import Certificate

In this page, you may import or remove a CA certificate.
Click the Import Certificate button to display the following page.

Import CA certificate

Enter certificate name and paste certificate content.
Motice: If certificate use for tr069, the Certificate Name must be "acscert’

Certificate Name

--——FEGIN CERTIFICATE---—-
dinsert certificate here»
--——END CERTIFICATE——-—-

Certificate:

In this page, enter the certificate name and paste the certificate content. Finally,
click the Apply button to import the certificate.
5.2.17 Power Management

Choose Advanced Setup > Power Management and the following page
appears. This page allows control of Hardware modules to evaluate power
consumption. Use the control buttons to select the desired option.
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Power Management

This page allows control of Hardware modules to evaluate power consumption. Use the contral buttons to
select the desired option, click Apply and check the status respanse.

MIPS CPU Clock divider when Idle
Enable Status: Enabled

Wait instruction when Idle
Enable  Status: Enabled

DRAM sSelf Refresh
Enable Status: Enabled

Ethernet Auto Power Down Number of ethernet interfaces in:
Full power mode: 1

Enable Status: Enabled

After proper configurations, click Apply to take the configurations effect

5.2.18 Multicast

Choose Advanced Setup > Multicast and the following page appears.

Enter MLD protocel (IPv6 Multicast) configuration fiekds if you want modify de
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In this page, you can configure the multicast parameters.
After finishing setting, click Apply/Save to save and apply the settings.

5.3 Diagnostics

5.3.1 Diagnostics

Click Diagnostics > Diagnostics, and the following page appears.

This page is used to test the connection to your local network, the connection to
your DSL service provider, and the connection to your Internet service provider.
You may diagnose the connection by clicking the Test button or click the Test
With OAM F4 button. If the test continues to fail, click Help and follow the
troubleshooting procedures.

pppoe_0_1_1 Diagnostics
Your modem is capable of testing your DSL connection. The individual tests are listed below. I o test displays a fail
status, click "Rerun Diagnostic Tests" at the bottom of this page to make sure the fail status is consistent. If the test

continues to fail, click "Help" and follow the troubleshooting procedures.

Test the connection to your local network

Test your eth Connection: | FAIL Help
Test your ethl Connection: | FAIL Help
Test your eth?2 Connection: | FAIL Help
Test your eth3 Connection: | PASS Help
Test your USB Connection: Help

Test your Wireless Connection: | PASSFAILFAILFAIL |Help

Test the connection to your DSL service provider

Test xDSL Synchronization: FAIL Help
Test ATM OAM F5 segment ping: Help
Test ATM OAM F5 end-to-end ping: Help

Test the connection to your Internet service provider

Test PPP server connection: Help.
Test authentication with ISP: Help
Test the assigned IP address: Help
Ping default gateway: FAIL Help
Ping primary Domain Name Server: FAIL Help

Test With 0AM F4
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5.4 Management

Choose Management and the submenus of Management are shown as
below:

Management
Settings
System Log
SNMP Agent
TR-069 Client
Internet Time
Access Control
Update Software
Reboot

5.4.1 Settings
Backup

Choose Management > Settings > Backup to display the following page.

Settings - Backup

Backup Broadband Reuter configurations. You may save your router configurations to a file on your PC

Backup Settings

In this page, click the Backup Settings button to save your router’s settings
to your local PC.
Update

Choose Management > Settings > Update, and the following page
appears.

Tools -- Update Settings

Update Broadband Router settings. You may update vour router settings using your saved files,

Settings File Mame:
Update Settings
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In this page, click the Browse... button to select the correct new settings file,
and then click the Update Settings button to update the router’s settings.

Restore Default

Choose Management > Settings > Restore Default to display the following
page.

Tools — Restore Default Settings

Restore Broadband Router settings to the factory defaults,

[ Restore Default Settings ]

In this page, click the Restore default settings button, and then system
returns to the default settings.

5.4.2 System Log

Choose Management > System Log to display the following page.

System Log

The System Log dialeg allows you to view the System Log and configure the System Log options.

System Log' to view the System Log

Click 'Configure System Log' to configure the System Log options.

View System Log ] [ Configure System Log ]

In this page, you are allowed to configure the system log and view the security
log.
° Configuring the System Log: Click the Configure System Log
button to display the following page.
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System Log -~ Configuration

If the log mode is enabled, the system will begin o log all the selected everts. For the Log Level, all events above or equal 1o the selected level will be
Jogged. For the Display Level, al looged events above or equal to the sslected level will be displayed. If the selected mods is Remote! or Both,' events
will be et t the sperified [P address and UDP port of the remote syslog server, If the selected mods s 'Local' or 'Bath, ' events will be recorded in the
local mermary.

Select the desired values and click 'Apply/Save' to configure th system Iog options,

Log: ®Diszble OEnable
Log Level: Debugging v
Digplay Level: Error v

Made: Local v

Apply/Save

In this page, you can set 3 types of system log modes, including Local, Remote,
and Both.
° Local: When selecting Local, the events are recorded in the local
memory.
° Remote: When selecting Remote, the events are sent to the specified IP
address and UDP port of the remote system log server.
° Both: When selecting Both, the events are recorded in the local memory
or sent to the specified IP address and UDP port of the remote system log
server.

After finishing setting, click the Apply/Save button to save and apply the settings.
Note:

If you want to log all the events, you need to select the Debugging log level.
° View System Log: Click the View System Log button to display the
following page.

Ryl Lewy

Doyt Tinsis Fasility Sovpority Messaee

In this page, you can view the system log.
Click the Refresh button to refresh the system log. Click the Close button to exit.
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5.4.3 Security Log

Choose Management > Security Log to display the following page.

Security Log

The Security Log Dialog allows you to view the Security Log and configure the Security Log options.
Click "View' to view the Security Log.

Click 'Reset' to clear and reset the Security Log.

Right-click here to save Security Log to a file.

In this page, you are allowed to configure the system log and view the security
log.

° View: Click the view button to view the Security Log.

° Reset: Click the Reset button to clean the log

5.44 TR-69 Client

Choose Management > TR-069Client to display the following page.

TR-069 dlient - Configuration

WAN Management Protocol (TR-069) allows a Auto-Configuration Server (ACS) to perform auto-configuration, provision,
callection, and diagnastics to this device.

Select the desired values and click 'Apply/Save' to configure the TR-068 client options.

Inform @ pisable O Enable
Inform Interval: 300

ACS URL:

ACS User Name: admin

ACS Password: eeeee

WAN Interface used by TR-069 client: Aoy VAN v

Display SOAP messages on serial console (@ Disable O Enable

Connection Request Authentication

Connection Request User Name: admin
Connection Request Password: eeree
Connection Request Fort: 30005

Connection Request URL:

[ #peiy/save ][ GetRecethods |
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WAN Management Protocol (TR-069) allows an Auto-Configuration Server
(ACS) to perform auto-configuration, provision, collection, and diagnostics to this
device.

In this page, you may configure the parameters such as the ACS URL, ACS
password, and connection request user name.

After finishing setting, click the Apply/Save button to save and apply the

settings.
5.4.5 Internet Time

Choose Management > Internet Time to display the following page.

Time settings

[ automatically synchronize with Inter

In this page, you may configure the router to synchronize its time with the
Internet time servers.

After enabling Automatically synchronize with Internet time servers, the
following page appears.

Time settings
This page allows you to the modem's time configuration

Automatically synchronize with Internet time servers

First NTP time server: time. nist. gov v
Second NTP time : |mtpl. tumny. com v
Third NTP time se None v
Fourth NTP time s None v
Fifth NTP time serve Hone v

Current Router Time: Sat Nov 19 04:32:34 2011
Time zone offset: (GMT-D&:00) Tijuana, Baja California v

Apply/Save
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In this page, set the proper time servers, and then click the Apply/Save button
to save and apply the settings.

5.4.6 Access Control

Passwords

Choose Management > Access Control > Passwords, and the following
page appears.

Access Control -- Passwords

Access to your DSL router is controlled through three user accounts:admin,support and user .

The user name "admin" has unrestricted access to change and view configuration of your DSL Router.

The user name "support” is used to allovs an ISP technician to access your DSL Router for maintenance and to run diagnostics.

The user name "user" can access the DSL Router, view configuration settings and statistics, as well as, update the router's
software.

Use the fields below to enter up to 15 characters and click 'Apply/Save' to change or create passwords. Note: Password cannot
contain a space.

Username:

News Username:

Old Password:

Hews Password:

Confirm Password:

Apply/Save

In the page, you can modify the username and password of different users.
After finishing setting, click the Apply/Save button to save and apply the
settings.

Services

Choose Management > Access Control > Services Control and the
following page appears.
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Access Control -- Services

Services access control list (SCL) enable or disable the running services,
Services | LAN WAN
HTTP [#lenable | [Jenable

TELNET enable | [Jenable

SSH Cenable | Clenable

FTP [#lenable | [Jenable

=
IiD
=
=

I

TFTP [lenable | [enable
ICMP enable | [Jenable
SHMP [“lenable | [Jenable | |161

SAMBA | [lenable | [Jenable | |[445
Apply/Save

In this page, you can enable or disable the different types of services.
After finishing setting, click the Apply/Save button to save and apply the
settings.

5.4.7 Update Software

Choose Management > Update Software, and the following page appears.

Tools -- Update Software

Step 1: Chtain an updated software image file from your ISP,

Step 2: Enter the path to the image file location in the box below or clid the Browse' bution o Incate the image file
Step 3: Click the 'Update Software' buthon once o upload the new image file,

MNOTE: The update process takes shout 2 minutes to complete, and your Broadband Router will reboot,

Undate Software

If you want to upload the software, click the Browse... button to choose the
new software, and then click the Update Software button.
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Note:
When software update is in progress, do not shut down the router. After

software update completes, the router automatically reboots.
Please make sure that the new software for updating is correct, and do not use

other software to update the router.

5.4.8 Reboot

Choose Management > Reboot and the following page appears.

Click the button below to reboot the router.

In this page, click the Reboot button, and then the router reboots.
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6 Q&A

(1) Q:Why all the indicators are off?

A: Check the following:
® The connection between the power adaptor and the power socket.
® The status of the power switch.

(2) Q:Why the LAN indicator is off?
A: Check the following:
® The connection between the ADSL router and your computer, hub, or
switch.
® The running status of your PC, hub, or switch.
(3) Q:Why the DSL indicator is off?
A: Check the connection between the “DSL” port of router and the wall jack.
(4) Q:Why Internet access fails while the DSL indicator is on?

A: Check whether the VPI, VCI, user name, and password are correctly
entered.

(5) Q:Why I fail to access the web configuration page of the DSL router?

A: Choose Start > Run from the desktop, and ping 192.168.1.1 (IP address of
the DSL router). If the DSL router is not reachable, check the type of the
network cable, the connection between the DSL router and the PC, and the
TCP/IP configuration of the PC.

(6) Q: How to load the default settings after incorrect configuration?

A: To restore the factory default settings, turn on the device, and press the
reset button for about 1 second, and then release it. The default IP address
and the subnet mask of the DSL router are 192.168.1.1 and 255.255.255.0,
respectively.
® User/password of super user: admin/admin
® User/password of common user: user/user
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